Annex one
Privacy impact assessment screening questions
These questions are intended to help you decide whether a PIA is
necessary. Answering ‘yes’ to any of these questions is an indication
that a PIA would be a useful exercise. You can expand on your
answers as the project develops if you need to.
You can adapt these questions to develop a screening method that
fits more closely with the types of project you are likely to assess.
Will the project involve the collection of new information
about individuals?
Health Checks already collect information based on the PHE Best
Practice Guidance. The intention is to mirror the data capture under
the new software.
Will the project compel individuals to provide information
about themselves?
Yes. In order to undertake the Health Check the individual will need
to provide contact details, health and lifestyle information and the
clinician will record results of their Health Check.
Will information about individuals be disclosed to
organisations or people who have not previously had routine
access to the information?
Yes. The provider of the Health Checks data capture system is
changing to Health Diagnostics. They will also sub-contract
elements of the process to other organisations, Apollo (to run the
query to send out invites) and Docmail, an NHS approved mail
house (to print and send invite letters containing names and
addresses). Should text messages be utilised this will be subcontracted to TextLocal.
There are a number of other organisations who currently have
access who will continue to have access including KCHFT, GP’s etc
Are you using information about individuals for a purpose it
is not currently used for, or in a way it is not currently used?
No. Data capture will follow existing practice.
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Does the project involve you using new technology that
might be perceived as being privacy intrusive? For example,
the use of biometrics or facial recognition.
No. The Health Check will follow the same process as before and in
line with PHE Best Practice Guidance.
Will the project result in you making decisions or taking
action against individuals in ways that can have a significant
impact on them?
Yes, from a medical point of view as you would currently, but not
from a system perspective. (The Health Checks helps to identify
markers for Cardiovascular disease and Diabetes. Individuals will
be referred to the appropriate health or lifestyle service depending
on the results. Clinical results will be sent back to the GP surgery
and flagged where necessary or the client advised to call 111 if out
of hours setting and urgent (i.e. a health concern).
Is the information about individuals of a kind particularly
likely to raise privacy concerns or expectations? For
example, health records, criminal records or other
information that people would consider to be private.
Yes. Patients may view the results of the Health Check as
confidential as it includes information on weight, blood pressure,
smoking etc. It also contains personal data such as address, phone
numbers and date of birth. It does also contain a risk score which is
based on their health records.
Will the project require you to contact individuals in ways
that they may find intrusive?
No. Communications will be made through a postal invite letter and
where used through their GP surgery a SMS text. This is in line with
communication they may standardly receive from their GP and that
is used by other screening programmes. Some second invites could
be carried out on the phone by KCHFT on behalf of the GP, which
could cause some individuals to feel this was intrusive or ask how
they received their personal details.
All patients are contacted if they are eligible as it is a mandated
programme and they will have already consented for the GP or
nominated party to contact them for Health purposes.

Annex two
Privacy impact assessment template
This template is an example of how you can record the PIA process
and results. You can start to fill in details from the beginning of the
project, after the screening questions have identified the need for a
PIA. The template follows the process that is used in this code of
practice. You can adapt the process and this template to produce
something that allows your organisation to conduct effective PIAs
integrated with your project management processes.

Step one: Identify the need for a PIA
Explain what the project aims to achieve, what the
benefits will be to the organisation, to individuals and to
other parties.
You may find it helpful to link to other relevant documents
related to the project, for example a project proposal.
Also summarise why the need for a PIA was identified (this
can draw on your answers to the screening questions).
The NHS Health Check programme is a mandated programme for
local authorities to invite eligible individuals aged 40-74 to a
health check to discuss their lifestyle factors and risks. It can spot
early signs of diabetes, high blood pressure and heart disease
which can help prevent or reduce the impact of these factors on a
person’s health. Onward referral, advice and guidance can be
provided to clinical or lifestyle services depending on their results.
The overall outcome is that it can help people live healthier lives
and is a preventative measure to assist with the council and NHS
overarching outcomes and domains.
A robust system is essential to the delivery of the NHS Health
Checks programme. The current system provider Informatica will
be replaced by an end to end solution provided by industry expert
Health Diagnostics. This aim is to, as far as possible; eliminate
the administrative burden associated with NHS Health Checks so
that general practices and community providers can focus on
delivering quality consultations, maximising patient benefit and
driving uptake. Having supported the National Programme for the
past eight years, Health Diagnostics has extensive experience in
this area. Health Diagnostics are IG toolkit compliant, are fully

compliant with the switch to HSCN from N3 and hold ISO
27001:2013.
The IT solution that has been commissioned by the Council
through a rigorous procurement process is used around England,
with around thirty local authorities utilising the systems/services,
as well as in Wales on the country’s national equivalent of the
NHS Health Check. For more information, visit
www.healthdiagnostics.co.uk
This privacy impact assessment is required for the following
reasons:
•
•
•
•
•

This is a new provider who will be the data processor for
collecting confidential and sensitive personal data.
This data will include medical information.
The data will be collected by a contractor on behalf of KCC.
This data will be shared with a KCC contracted provider and its
subcontractors.
There will be significant volumes of data processed and or
handled.

Step two: Describe the information flows
You should describe the collection, use and deletion of
personal data here and it may also be useful to refer to a
flow diagram or another way of explaining data flows. You
should also say how many individuals are likely to be
affected by the project.
Approximately 100,000 people are invited to a Health Check in
Kent each year. Around 40% will undertake the Health Check
either in a GP Surgery or community outreach setting. Around
43,000 people will go onto have their NHS Health Check per year.
The high level flow is:
1. An eligibility query is run at the GP Practice using a
software application provided by Apollo Medical Software
Solutions (a cited data sub-processor to the Data Processor,
Health Diagnostics). The results of the query will be stored
securely in an electronic data repository at the GP Practice.
2. The GP Practice use the Data Processor’s application, Health
Options® software, to import the list of eligible patients for
use by the GP Practice in order to invite patients into the
NHS Health Check programme and/or to conduct the NHS
Health Checks on the patient. The imported list of eligible
patients is shared with the Data Processor and stored at the
Data Processors’ data centre as outlined in a data sharing
agreement.
3. The GP Practice will use the Health Options® application to
invite eligible patients onto the programme. The patient’s
name and address details will be shared with CFH Docmail
(a cited data sub-processor) for the purpose of automating
creation and mailing of the invitation letters.
NB. A small number of practices arrange for Kent
Community Health Foundation Trust to extract their data
and generate the invitations.
Some second invites could be sent via text message.
Health Options® will send only the phone number and
contact name to the sub-contractor (TextLocal).
4. NHS Health Checks are completed by one of the following
methods:
a. Contracted GP Practice – The GP Practice will use the
patient information imported in step 2 to conduct the
NHS Health Check using Health Options®. Upon
completion of the NHS Health Check relevant clinical
information is shared with the data processor for the
purpose of:

i. Quality Assurance checking of the data;
ii. Relaying the NHS Health Check report back
onto the patient’s record at the GP Practice;
iii. Producing aggregated performance and
outcome reports.
b. Contracted Pharmacy – Pharmacy delivery is
opportunistic so no patient information is shared with
pharmacies prior to an NHS Health Check. Eligibility
will be established through a series of questions.
c. Contracted Community/Outreach – delivery is
opportunistic so no patient information is shared with
providers prior to an NHS Health Check. Eligibility will
be established through a series of questions. Current
delivery is through KCHFT, WellBeing People and
district councils.
5. If the Health Check identifies lifestyle factors that would
benefit from further support (e.g. Stop Smoking, Drug and
Alcohol services, Weight Loss programmes or Lifestyle
Advisor), the healthcare professional can make a referral to
appropriate services should the client choose to engage
with this service. If an onward referral is needed the
patient will be asked to consent to have their information
shared with a local provider. Onward referral will be
through KCHFT in most scenarios who will contact the client
directly or pass on basic information including contact
details to the local provider via secure email. If the referral
does not go via KCHFT it will be sent via secure NHS email
to the relevant agency.
6. After completion of a NHS Health Check, the data processor
will send the NHS Health Check report and associated
clinical codes electronically and securely to the GP Practice
for filing on the relevant patient record. The GP Practice will
have the opportunity to review before acceptance.
7. In all scenarios the Health Check will take place and the
information sent back to the central Health Diagnostic
database located in the UK. (Back up servers are also
located within the UK). The results will also be sent back
via secure connections to the GP surgeries and will appear
in the Path Lab inbox for review and acceptance by the
surgery. The system will flag up any clients who require
follow on work.
The data sent back to Health Diagnostics will be used to generate
anonymised reports for the purpose of commissioning and
research by KCC and KCHFT and to provide vital information for
service improvements and development. The information will also
be used for payment of invoices by KCHFT.

Retention of information is set out in the Data Processing
Agreement. The default data retention period is 3 months after
contract termination.
Annex A provided by Health Diagnostics maps out the data flows
and compliance with the Data Protection Act and response to
General Data Protection Regulations (GDPR).

Consultation requirements
Explain what practical steps you will take to ensure that
you identify and address privacy risks. Who should be
consulted internally and externally? How will you carry out
the consultation? You should link this to the relevant
stages of your project management process.
You can use consultation at any stage of the PIA process.
A number of steps have been undertaken to address privacy
risks:
Pre-procurement
• PIA screening and high level map of data flows.
• Information and ICT security related questions were
established for potential cloud/hosted/managed service
solution providers were developed with KCC IG Leads for
the tender process in addition to mandatory requirements.
Procurement
• High weighting to IG in the procurement process and
requirement for suppliers to submit relevant certificates
including ISCO or N3
• Specialist IG support to evaluation questions
• Pre-award meeting with further assurances sought around
IG by IG experts at KCC
Mobilisation
• Detailed PIA completed and map of data flows
• Development and signing of Data Processing Agreements
with input from KCC IG leads
• Support to providers on privacy notices

Contract
• KCC PH will manage the contractor and will ‘indemnify’ GPs
for any actions, losses or damages as a result of any breach
or loss of the contractor and will passes liability to the
contractor
Consultation
Internal to KCC
Caldicott Guardian
Information Governance Information Officer
Head of Public Health Commissioning
Programme Manager, Kent Integrated Dataset
External to KCC
Kent Local Medical Council
CCG’s
NEL Commissioning Support Unit
KCHFT
Information and ICT security related questions were established
for potential cloud/hosted/managed service solution providers
were developed with KCC IG Leads for the tender process.
Specialist IG support to evaluation questions.
Example Data Processing Agreements have been shared with the
KCC IG Leads, Kent Local Medical Council and CCG Leads for
feedback and configuration. Demonstrations of the software and
identification of the data flows have also been conducted to
provide opportunities to understand the flow of information.

Step three: Identify the privacy and related risks
Identify the key privacy risks and the associated compliance and
corporate risks. Larger-scale PIAs might record this information
on a more formal risk register.
Annex three can be used to help you identify the DPA related
compliance risks.

Privacy issue

Risk to
individuals

Compliance
risk

Data loss of
Sensitive
personal
information

Data Loss
which may
damage the
reputation of
the individual
and cause
distress

Noncompliance
with the DPA
and GDPR

Intrusiveness

Excessive or
irrelevant
Inaccurate,
insufficient or
out of date
Data processor
utilise
information
outside of
parameters

Public distrust
about how
sensitive
personal data
is managed
and protected.
Non –
compliance
with DPA –
leading to
fines or
sanctions.
Reputational
damage to the
local authority

–

Used in ways
that are
unacceptable
or unexpected
by the person

Associated
organisation /
corporate risk
Non
Compliance of
the DPA

Upset the
unnecessary
intrusion on
privacy

Noncompliance
with the DPA
and Human
Rights Act

Public distrust
about how
sensitive
personal data
is managed
and protected.
Non –
compliance
with DPA –
leading to
fines or
sanctions.
Reputational
damage to the
local authority

Understand
Disclosure of
the data
person
processing
information
relationships to without
ensure
consent
compliance
with GDPR,
DPA

Noncompliance
with the DPA
and Human
Rights
Act/GDPR

Public distrust
about how
sensitive
personal data
is managed
and protected.
Non –
compliance
with DPA –
leading to
fines or
sanctions.
Reputational
damage to the
local authority

Step four: Identify privacy solutions
Describe the actions you could take to reduce the risks, and any future steps which would be necessary
(eg the production of new guidance or future security testing for systems).
Risk

Solution(s)

Security and IG
(i) Data loss of sensitive standards met during
personal information procurement process/
contract management
protocols ensure
appropriate governance

Result: is the risk
eliminated, reduced, or
accepted?

Reduced

Evaluation: is the final
impact on individuals
after implementing each
solution a justified,
compliant and
proportionate response
to the aims of the
project?
Yes

All providers of NHS
Health Checks will be
required to complete IG
training which will be
monitored by KCHFT
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Robust contract
management protocols
ensure appropriate
governance and
adherence with agreed
standards
Robust DPA in place
between all parties
KCC will issue
‘instructions to process’
and ‘instructions to
cease processing’ as
required

(ii)Onward referrals for
clinical follow-up and
Lifestyle follow up

Results of the Health
Check will be sent back
to the GP surgery and a
pop up box containing
this information is set
out on system.
Referrals to GP or
Lifestyle services.
Patient is offered choice

Reduced within
acceptable level

Yes

for a referral. They are
able to decline.
The importance of
gaining consent will be
covered by KCHFT
during training with
practitioners

(iii)Data sharing
between organisations

Data sharing is
proportionate in that
only the information
required for contact by
the service is shared.
DPA element
incorporated into the
tender process
Evidence of certificates
including IG Toolkit and
for subcontractors
Contractual agreement
in place with all directly
commissioned providers
Evidence presented by
sub contracted providers

Reduced

Yes

e.g. contract between
GP practices KCHFT
Tri-party Data
Processing Agreement in
place which have been
agreed by between GP
practice and the
commissioned
contractor and KCC
(iv)Secure transfer of
data between
organisations

The solution conforms to Significantly minimised
the PHE publication NHS through adhering to
Health Check
national guidance
information governance
and data flow
requirements

Yes

(v)Breadth of data
collection

Data collection is
collected in line with
PHE NHS Health Check:
Best Practice.

Yes

(vi)Ensuring all
processes are compliant
with GDPR/DPA Check

We will work with
partners to map out all
aspects of data transfer

Reduced - No additional
information is requested
beyond the
requirements of the
NHS Health Checks
dataset
Reduced

and use of data to
ensure all aspects are
compliant and produce a
report

(vii)Consent to
processing and use of
data

NHS Health Checks are
a mandated programme
and Schedule 3.8 of the
Data Protection Act
1998 is consider to
apply , for the exercise of any

Reduced

Yes

Reduced

Yes

functions conferred on any person by
or under enactment
The Health Check includes the
processing of sensitive data and
Schedule 3.8 is considered to apply
as:
The processing is necessary for
medical purposes and is undertaken
by either a healthcare professional or
a person in the circumstances owes
a duty of confidentiality which is
equivalent to that which would arise if
the person were a health professional

(viii) Used in ways that
are unacceptable or

Follows national PHE
guidance on issuing
invitations

unexpected by the
person

Use of data controller to
process data

Excessive or irrelevant
Inaccurate, insufficient
or out of date

Apollo query removes
patients who have a
read code to not
consent to data sharing

Data processor utilise
information outside of
parameters

Queries are run on a
regular basis to ensure
up to date information
Contracts and/or data
processing agreements
in place to ensure
compliance and
contractual monitoring

Step five: Sign off and record the PIA outcomes
Who has approved the privacy risks involved in the project? What
solutions need to be implemented?
Risk
(i)

Approved solution

Approved by

Consent
process
compliant

Agree all notices,
software and
process are
compliant with DPA
1998 and GDPR

(ii) Poor governance

ensure existing
arrangement work
effectively

KCC Caldicott
Guardian

(ii) Loss of
sensitive data

Agree evidence of
toolkit compliance

KCC Caldicott
Guardian

KCC Caldicott
Guardian

Step six: Integrate the PIA outcomes back into the project
plan
Who is responsible for integrating the PIA outcomes back into the
project plan and updating any project management paperwork?
Who is responsible for implementing the solutions that have been
approved? Who is the contact for any privacy concerns that may
arise in the future?
Action to be taken
Agree content of
the DPA

Date for completion
of actions
w/c 8th December
2018

Responsibility for
action
Alan Day,
Information Officer,
KCC
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Gerard Abi-Aad,
Caldicott Guardian,
KCC
Kimberly Lloyd,
Programme
Manager, KCHFT

Ensure sign off of
DPA between
Health Diagnostics
and GP Surgeries

January 2018

Evidence of data
sharing agreement
sought from
provider for sub
contractors
undertaking Health
Check
Ensure the data
collected is in line
with Best Practice
Guidance
Evidence of up to
date certificates
and IG toolkit, and
serious incidents
monitored through
Contract Review

January 2018

Catherine Hudson
and & Vicky Tovey,
KCC Commissioning

December 2017

Catherine Hudson
and & Vicky Tovey,
KCC Commissioning

Contract Life cycle

Catherine Hudson
and & Vicky Tovey,
KCC Commissioning

Vicky Tovey,
Commissioning
Manager, KCC

Contact point for future privacy concerns
Vicky Tovey, Commissioning Manager, KCC

Annex three
Linking the PIA to the data protection principles
Answering these questions during the PIA process will help you to
identify where there is a risk that the project will fail to comply with
the DPA or other relevant legislation, for example the Human Rights
Act.
Principle 1
Personal data shall be processed fairly and lawfully and, in
particular, shall not be processed unless:
a) at least one of the conditions in Schedule 2 is
met, and
b) in the case of sensitive personal data, at least
one of the conditions in Schedule 3 is also met.
Have you identified the purpose of the project?
How will you tell individuals about the use of their personal data?
Do you need to amend your privacy notices?
Have you established which conditions for processing apply?
If you are relying on consent to process personal data, how will this
be collected and what will you do if it is withheld or withdrawn?
If your organisation is subject to the Human Rights Act, you also
need to consider:
Will your actions interfere with the right to privacy under Article 8?
Have you identified the social need and aims of the project?
Are your actions a proportionate response to the social need?
Principle 2
Personal data shall be obtained only for one or more
specified and lawful purposes, and shall not be further
processed in any manner incompatible with that purpose or
those purposes.
Does your project plan cover all of the purposes for processing
personal data?

Have you identified potential new purposes as the scope of the
project expands?
Principle 3
Personal data shall be adequate, relevant and not excessive
in relation to the purpose or purposes for which they are
processed.
Is the quality of the information good enough for the purposes it is
used?
Which personal data could you not use, without compromising the
needs of the project?
Principle 4
Personal data shall be accurate and, where necessary, kept
up to date.
If you are procuring new software does it allow you to amend data
when necessary?
How are you ensuring that personal data obtained from individuals
or other organisations is accurate?
Principle 5
Personal data processed for any purpose or purposes shall
not be kept for longer than necessary for that purpose or
those purposes.
What retention periods are suitable for the personal data you will be
processing?
Are you procuring software that will allow you to delete information
in line with your retention periods?
Principle 6
Personal data shall be processed in accordance with the
rights of data subjects under this Act.
Will the systems you are putting in place allow you to respond to
subject access requests more easily?

If the project involves marketing, have you got a procedure for
individuals to opt out of their information being used for that
purpose?
Principle 7
Appropriate technical and organisational measures shall be
taken against unauthorised or unlawful processing of
personal data and against accidental loss or destruction of,
or damage to, personal data.
Do any new systems provide protection against the security risks
you have identified?
What training and instructions are necessary to ensure that staff
know how to operate a new system securely?
Principle 8
Personal data shall not be transferred to a country or
territory outside the European Economic Area unless that
country of territory ensures and adequate level of protection
for the rights and freedoms of data subjects in relation to the
processing of personal data.
Will the project require you to transfer data outside of the EEA?
If you will be making transfers, how will you ensure that the data is
adequately protected?

ANNEX A—Health Diagnostics Information Governance and
Data Flows for NHS Health Checks
How does Health Diagnostics’ solution incorporates the Data Protection Act (1998) (DPA) and how will the
organisation respond to General Data Protection Regulations (GDPR)?

Introduction
Health Diagnostics (the data processor) will enter into a data sharing agreement with Kent
Country Council and GP practices as nominated by Kent County Council, before any processing
of data occurs. The data sharing agreements will outline the purpose for processing data in line
with the principals of the DPA and Health Diagnostics will conform to those requirements.
The solution data flows also conform to the PHE publication NHS Health Check information
governance and data flow requirements. See also the dataflow diagram at the end of this
document that illustrates the high-level flow of information from GP Practice providers from
invitation to KCC data reporting through the solution. Data flows in red require sharing
agreements between GP Practice and Health Diagnostics. All traffic requiring electronic transfer
is encrypted.
All elements of the solution are developed with 'privacy by design' principals. The solution frontend, for example, is registered with the Medicines and Healthcare products Regulatory Agency
[MHRA] as a Class 1 Medical Device which demonstrates that the development models include
clinical risk and privacy impact assessments throughout the software lifecycle.
The solution only allows access to data by service users authorised by the data controller and
authorised service personnel of Health Diagnostics Ltd.

DPA Principle 1: Fair and lawful
The solution facilitates the fair and lawful processing of data by ensuring that any data recorded
by the solution is done for health purposes under the contract of a health professional. Explicit
Consent is not needed for the processing and capture of this data. Sensitive personal data is
only recorded by authorised health professionals.
- Typically, DPA Schedule 2(1)
- Typically, DPA Schedule 3(1 and 8)
Health Diagnostics expect and KCC will ensure that all providers of health check will have a ‘fair
processing notice/privacy notice’ easily accessible to data subjects which asks for them to
consent for the service and explains how their data will be processed and stored.

DPA Principle 2: Purposes
Health Diagnostics will ensure that all data will only be processed in accordance with any
contract in place, DSA or similar, with the data controllers in common. We offer data entry
templates and a securely hosted data storage service that only solution users as authorised by
the data controllers in common can access.

DPA Principle 3: Adequacy
The solution ensures that personal data is accurate, relevant and not excessive. Only data items
as agreed through the data sharing agreements with the data controllers in common will be
processed. These data items typically conform to the NHS Data Set v1.7 published by NHS Digital

DPA Principle 4: Accuracy
Data entry templates are designed to ensure reasonable accuracy of data inputted. For
example, NHS numbers; post codes; dob’s etc are validated upon input. The solution ensures
that when, where and by whom the data was inputted. The solution also has protocols in place if
for example, a transfer of patient records is transmitted from a community provider to GP
Practice where the patient is not registered with that GP Practice.
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IG AND DATA FLOWS
DPA Principle 5: Retention
Personal data shall only be kept by Health Diagnostics for as long as specified in Data Processing
Agreements in place between the data controllers in common and Health Diagnostics. The
default data retention period for Health Diagnostics is 3 months after contract termination.

DPA Principle 6: Rights
The solution honours the rights of a data subject; however, it is expected that the data subject
contacts the provider of the health check in the first instance with any data access related
query. The provider of the service has the ability to access and remove the data subject’s data
at their request.

DPA Principle 7: Security
Health Diagnostics are registered with the ICO as a data controller; are IGSoC compliant; and
are ISO 27001:2013 accredited. This ensures that Health Diagnostics and its solutions to ensure no
unauthorised access to; unlawful processing of; or loss/damage of any personal data hosted by
Health Diagnostics occurs.

DPA Principle 7: International
Health Diagnostics do not host or transfer any data outside of the United Kingdom.

GDPR
Conformance to GDPR is understood to be a mandated requirement for May 2018. Health
Diagnostics are currently working towards GDPR conformance and the actions required to
complete this are documented in the Company’s Information Security Management System. Full
conformance is on schedule for March 2018.

(See appendix for full stakeholder data flow diagrams)
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Appendix:

NHS HC data flow with Health Diagnostics
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